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Cyber Espionage Crimes in Jordanian Legislation

Abedulellah Mohammed Al- Nawayseh, Mammdouh Hassan Al- adwan*

Abstract

This paper examines the subject of cyber espionage crimes in Jordanian legislation due to the risk
of electronic espionage represented in the entering of the offender into the information network,
information system or a website to obtain non-public electronic content which is not publicly
accessible. The same electronic content compromises national security, external relations of the
State, public safety or national economy. This paper aims at shedding light on the Jordanian penal
legislation, which provided electronic content protection containing confidential information
pertaining to the state, specifically those provisions laid down in the Law on Protection of State
Secrets and the Cyber Crime Act. Therefore, this paper has been addressed through a preliminary
study and three other topics. It is shown in the introductory section, the essence of cyber espionage
and presenting the concept of espionage in general along with determining the meaning of cyber
espionage in particular as well as common forms of the cyber espionage. Thus, we explain in the
first section the extent to which cyber espionage crimes can be committed by electronic means and
their provisions. In the second section, we have shown the cyber espionage in the Jordanian
Cybercrime Act and highlighted the text of Article 12 of this Act. Finally, in Section III, we have
stated established sanctions for cyber espionage crimes, both in Protection of State Secrets Act or
those established in the Cyber Crime Act.

Keywords: Spyware; Electronic Content; Unauthorized Access and Confidential Information.
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