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Abstract

Before the age of Information Technology, Evidence was only known by
its traditional form included confession,document, testament, conjure and
statements, and paper was the most important information carrier, but nowadays
a new type of evidence called the electronic evidence have been formed and data
messages as the new format of evidence replaces paper. Long time ago before
legislation of Electronic Commerce Law, electronic evidence were cited in the
curt as shape of tapes, images and data messages from water or electricity usage
counter. And absence of a Coherent law about this situations cost diversity in
judgment and personal dealing in ruling and validating this type of evidences.
Electronic Commerce Law was legislated in Y++Y And penal codes based
electronic evidence in the Code of Criminal Procedure of Y+)Y has validated
electronic evidence as a new type of evidence and even regarded a secure
electronic evidence in the highest probative value possible and has considered it
as Undeniable .

The criminal procedure cost to face intense challenges by finding Cyber
crimes that some of these challenges have not tolerated by old rules in some of
its discussions such as proved traditional action. Since the material elements of
Cyber Crimes developed through entering, disappearing and changing on the
data, Information, programs and computer systems and the reasons achieved in
the these environments. So based on the existence regulations like Islamic Penal
Code, Cyber Crimes Code and Criminal procedure approved on Y+\Y,
considered that how is the specifications of electronic criminal evidence and
with the condition such as correctness, authenticity , integrity and validity ,
types of electronic evidences such as softwares and hardwares how is
documented and confirmed by judicial authorities and investigation such as
public prosecutor's office and curt.

Keywords: Cyber Crimes , Electronic Evidences , Documentary |,
Document Authenticity, Evidences Integrities, Scratching.
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